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5 Swesis

KuBepvoaodalela kat LOLWTIKOTNTO
OTLC EEUTTIVEC TIOAELC

KQNZTANTINOZ PANTO2

ANANAHPQTHE KAGHTHTHX

WEB SERVICES AND INFORMATION SECURITY LAB

TMHMA MAHPO®OPIKHZ — AIE@NEE MANEMIZTHMIO THE EAAAAOS

“In a few decades’ time, computers will be interwoven into almost every
industrial product”
Karl Steinbuch, 1966
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S
Internet of Things 4y

A vision...

Interconnect all “things” (industrial products)

Heterogeneous technologies
Intelligent and Innovative Services

Interact with the physical world

IT IS WHERE THE INTERNET MEETS THE PHYSICAL WORLD
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Almost EVERYTHING connected
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<
loT architecture N

Cloud
(Storage,
Analytics,
Services)

Gateways
Edge
Network
Devices

(Sensors,
Actuators)
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S
loT architecture N

Clients @

Clients can talk
directly to gateways

aa

Gateways
Edge
Network
Devices
(Sensors,
Actuators)
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<
loT architecture N

Clients @

Cloud
(Storage,
Analytics,
Services)

3G/4G/LTE/5G devices

can talk directly to clouds
Edge

Network

/
/
Devices
(Sensors,

Actuators)
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Cloud Computing

Enables worldwide network access to a shared set of configurable IT resources (e.g. networks,
servers, storage, applications and services) that can be provided quickly
with minimal management

effort or service interaction
Mobile

Storage @ Applications

@
N /‘/ h\ p
(‘ CLOUD '
@ COMPUTING =
Server E; ?) G) Database
cloud cou:l
Public
cloud
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Cloud Computing —
Main Service Models

Cloud Service Models

Packaged Software
0S & Application Stack

Servers Storage Network S a d S

End Users

0OS & Application Stack
Server Storage Network

Application
Pa a S Developers

Infrastructure &
Network Architects

Server Storage Network
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Cloud Computing —
Main Service Models

Software as a Service (SaaS): Users can use the provider's apps running on a cloud
infrastructure

Platform as a Service (PaaS): Users can develop applications using programming
languages, libraries, services, and tools supported by the provider

Infrastructure as a Service (laaS): The user provides basic computing resources to
develop and execute arbitrary software, which can include operating systems and
applications
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Smart technologies

Reading

Device
/ Data

Controlling

Managing
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To loT og aplBuouc

KQNITANTINOZ PANTOZ
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loT analytics
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loT market size in Europe 2014 and 2020

269 283

UK

Germany

185 086

France

Italy

Spain

Netherlands

sweden

Belgium

Poland

157 152
Other

Market size in million euros
Source: Statista (2020)
® 2014 @ 2020
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Focus of loT projects (2018)
75% of loT projects focus on 5 SDGs
Partnerships for the goals (#17) 1] 5
Peace, justice, and strong institutions (#16) 10
Life on land (#15) 0 12
Life below water (#14) 2
Climate action (#13) B3
Responsible prodiy "
@&commumlesmn] © 96 1]
i =
D Iindustry, innovation & infrastructure (49) 72 (2] (1) 3
el
Decent work & economic growth (#8) 5
Affordable & Clean Energy (#7) (1] 84 (1} 2
Clean water & sanitation (#6) 7 ball ‘%
Gender equality (#5) 0
Quality education (#4) 0
Good health and well being (#3) (1] 46
Zero hunger (#2) (4] 23
No Poverty (#1) 0
Micro Small Medium Large Macro RLD
Scale of projects today ECONOMIC
FORUM

Source: loT Analyt atabase of 640+ loT projects
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)

Spending on |oT security

3500

3118

3000

2500

2000

1500

Spending in million U.S. dollars

1000

500

2016 2017 2018 2019* 2020 2021 Source: Statista (2020)
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Smart cities
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Smart Cities —'E€urtvec MMOAELC

MOAELG TOU XpNOLOTIoLo UV
(€§umveg) texvoloyieg MAnPOoPOPLKAG KOL EMLKOLVWVLWV
yla va AUENOOUV TNV ETIXELPNOLOKH ATIOTEAECUATIKOTNTA,
va potpalovtol TANpodopLeS pe o kowd kat
va BEATLWOOUV 1600 TV TTOLOTNTA TWV KUBEPVNTLKWVY UTINPECLWV

600 KaL TV EUNHEPLA TWV TTOALTWV.
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Smart Cities —'E€urtvec [MOAELC

MOAELG TTOU XPNOLUOTIOLOUY
° loT awoOntnpeg (sensors),
o loT evepyomolntég (actuators),
° TEXVOAOYIEC ETLKOWVWVLWV

Erutpémnouv tn SlaocuvSeon OAWV TwV ETUMES WV LA TIOANG:
UTIEPYELDL — ETTlyEl — UTIOYELd
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Smart
manufacturing

digital citizens

Smart
government Smart health
Smart
Mobility/ Open farming/
Wi-Fi data agriculture
:; Smart/ ‘

Smart grid/
energy/
utilities

. ©

buildings
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S
Smart Parking 4y

EUpeon Béoewv dpkivyk — Wnoakn mAnpwun
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&
Smart Parking - OdeAn £/

v' BeAtiotomnoinon tng Stadikaociog — e0kovounon XpOvou Kal TtOpwV, Kol LELWUEVN
npoomnabela

v Meiwon tng kivhong — tou apBpol Twv oxnUATwy mou XpeldleTal va KlvoUvTal 6ToUG
Spououg

v Meiwon tng pumavong tou neptBaAAovtog — Adyw TG LELWHEVNC Kivhong.
v Aedopéva IPOyHaTKOU XpOVou — avadopLkd LE TV KATAoTaon TwV Slabéoipwy BEoswv.

v Meiwon tou KGoToug SLayeiplong — LECW TNG CUTOUATOTIOINONG TWV AELTOUPYLWY, TLX.
TAnpwuy.

v Moldtnta URtNPECLWV — ypriyopn eEUTtnpETnon Kot dveon
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Smart Traffic Management — %&)’%
‘E€umtvn Slaxeiplon tng KukAodoplag

MapakoAoVBnon kat avadAuon tg Pong TNG Kivnong

BeAtlotomnoinon twv dwtelvwv onuatodotwy — anoduyn cupudopnong
° Baoel Tng KukAodopiag, Twv wpwv KUKAOPOPLOKAG ALYUAG, WPA TNG NUEPAS
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Smart Traffic Management — %\é
OdEAN

Meiwon tng kukAodoplakng cupudopnong
o g€odAuvVon TwV KUKAOGDOPLAKWY pOWV
° TIPOTEPALOTNTO OTNV KivNon avTamokpvopevn otn {NTnon & TPAYLOTLKO XPOVO.

Melwon tng atpoodalplkig puTAvVonG

Avvatotnta va Sivetal mpotepaldtnta ota Aewdopeia mou mpooeyyilouy Tig
Sl00TAUPWOELG

lpnyopotepn MOpEPPAON OE MEPITTTWON ATUXUATOG

Evepyomoinon eAéyxou logpxOUEVNG PONC.
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S
Smart Home N

BeAtiwon g molotnTag (WG Kat TG achAleLag
° MapakolouBnon kat EAeyxo TN Beppokpaciag kat vypaciag
> 'EAgyX0 TOU PpWTLOHOU KOl TNG £VIAONE AUTOU
o MapakolouBnon kat ppovtida Tou Krmou
o Ewdormoinon yla mAnuudpa/mupkayid
o 'EEuTVEC KAELOOPLES
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S
Smart Home N

MéxpL to 2020, art’ OAEG TIG SLOOUVOEUEVEG CUOKEUEG:
° 37%: air conditioners (186ek Lovadeg)
o 28% Yuyeia (120ek Lovadeg)

o 27% mhuvtnpla (131ek povadeg)
o 4% mAuvtrpla mdtwy (17&k)

° 2% oTEyVWTpLOL

° 2% Koullveg

H
IHS Markit

MnyA: http://www.hon liancesworld.com
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Ambient Assisted Living —
Avtovoun AwaBiwon YroBonBouuevn amno to MNeptBaAlov

‘Eva olkocuoThA

° Slapopwv TUTWVY aLednNTApWY,

o

o

o

o

yla TV mapakoAoVBncn CUCTNUATWY IIPOCWTTLKI G UYELOVOULKAG TtepBaAY NG Kal TNAEIOTPIKNAG.

NAEKTPOVIKWY UTTOAOYLOTWVY,
KLVNTWV CUCKEU WV,
aoUpHATWY SIKTUWV KOl
edappoywv AoyLopLIKOU

Emtpémnel otoug NALKLwHEVOUG va {ouv avefdptnTa 000 TO SUVOTOV TIEPLOCOTEPO KAl Val
napakoAouvBouvral.

KQNITANTINOZ PANTOZ
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Ambient Assisted Living

Sensors

Robots

““““

Control Data

Visualization Data

Sensor Data

Sensor Data

Control Data

Actuators

[ © )
A, _/

,| 30 Model

Context
Information

Intelligent

“| Processes

Real-time
devices
integration

\
Control Data I

KQNITANTINOZ PANTOZ
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Smart Grids

HAektpkd Siktuo mou xpnotluormnoleil mAnpodopieg, texvoloyieg apdidpoung achalovg
ETMLKOLVWVIAG OTOV KUBEPVOXWPO KOl UTLOAOYLOTLKI) VONOOUVH, e OAOKANPWEVO TPOTIO YLa

Tnv
° mapaywyn, .

+ pwdBoan, gy W, . TR S8
- <<V il -

° KATOVAAWON 4y @ : *m
NAEKTPLKIG EVEPYELOG ﬁ Fﬁ ;
A
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7

Smart Grids

MephapBavouv motkida cuoTARATO AELTOUPYLAG KAl EVEPYELAG:
o €EUTVOUG HETPNTES

o €EUTIVEG OUOKEUEG
° OVOVEWGOLUEG TINYEG EVEPYELOG
° EVEPYELOKA ATIOSOTIKOUG TTOPOUG

KQNZTANTINOZ PANTOZ KYBEPNOAZ®AAEIA KAI IAIQTIKOTHTA ZTIZ EZYTINEZ MOAEIZ
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Industrial Internet of Things

)))

)

INDUSTRY 4.0

E fiaes 2 % @{j@

INDUSTRY 1.0

Mechanization, steam M o Automation, computers
power, weaving loom and electronics

1784 1870 1969 TODAY
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Industry 4.0 vision

“these Cyber-Physical Systems comprise smart machines, storage systems and
production facilities capable of autonomously exchanging information, triggering
actions and controlling each other independently.

This facilitates fundamental improvements to the industrial processes involved in
manufacturing, engineering, material usage and supply chain and life cycle
management.”

KQNZTANTINOZ PANTOZ KYBEPNOAZ®AAEIA KAI IAIQTIKOTHTA ZTIZ EZYTINEZ MOAEIZ
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S
AMOL TOPELC 4y

MapakoAolBNon Twv KWVHCEWV Kal TNG = i
aoddielag emBatwv oe MMM, n oe )
oxnuata oto o81ko Siktuo.

] Antd8oa0n Twv KaAALEPYELWV
BeAtiotonoinon kat peiwon tng xpriong
dutodapudkwy / Amaopdtwy — xprion
loT yia Tov evtomioud kat thy mapdadoon
Toug Hovo otav xpetdlovral.
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&
AMOL TOPELC £/

JuMoyn nteptBarlovTikwy Sedopévwy
ya t BéAtiotn Abin anodpdoswv kat
™ pUBULON TNG SNUOCLAG TTIOMTIKAG,

1 yLa tnv npoetdomnoinon yla
TePLBAANOVTLKEG QTTEIAEG OTIWG
TLUPKOYLEG, OELOpOL 1} NPALOTELAKES

SLatapayeg.
MapakololOnon g avbpwrvng
uyeiag kat tng GUOLKAG Katdotaong —
TLX. YLOL VOOOKOUELAKOUG aoBeveic
aBAntég
KQNZITANTINOZ PANTOZ KYBEPNOAZ(MAAEIAKAI IAIQTIKOTHTAZTIZ EZYNNEZ MNOAEIZ 36
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)

... K.QL

SMART CITY
O &

Traffic Management At Polltion QpenOata
education @
0 O Electromagnetic
Internet of Things @ Smart Environment s
g GRS - .(("gj - ((«r)l) Smart Buildings
Public Safety o

Smart Home

Gas & Water @
Leak Detection
Smart Street Lights
Smart Energy G Electric Vehicle Charging 0
Water Quality Smart Parking Waste Management

KQNZTANTINOZ PANTOZ KYBEPNOAZMAAEIA KAI IAIQTIKOTHTA ZTIZ MNEZ NOAEIZ

CITYVERVE - Manchester
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CITYVERVE - Manchester

Health and
. Social Care

Energy and
The
. Environment

Travel and
Transport

Culture and

Public Realy

KQNZTANTINOZ PANTOZ KYBEPNOAZ®MAAEIA KAI IAIQTIKOTHTA ZTIZ EEYTMINEZ MOAEIZ
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CITYVERVE

* Monitor patients at home (in-home sensors)
Ith R ) .
?ff,; C12§ * Grant access to patients’ homes via loT locks
managed through the cloud

KQNZTANTINOZ PANTOZ KYBEPNOAZ®AAEIA KAI IAIQTIKOTHTA ZTIZ EZYTINEZ MOAEIZ
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CITYVERVE

Energy and
The
Environment

KQNITANTINOZ PANTOZ

Monitor water’s quality (real-time) to prevent diseases
Occupancy monitoring in buildings, e.g. for cleaning
services

Monitoring temperature, humidity, noise, light, and air
quality — better building management and energy
consumption

KYBEPNOAZ®MAAEIA KAI IAIQTIKOTHTA ZTIZ EEYTMINEZ MOAEIZ
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CITYVERVE

cityverve

Travel and

KQNITANTINOZ PANTOZ

Transport

* Location relevant content -> People ‘check-in’ to bus stop ->
bus operators know there are people waiting

* Integrate transportation and visitor services to allow users to
make informed choices regarding the way they travel

* Real-time loT data on the tram network, accurately measure
occupancy and provide information to citizens and tourists
accordingly

* Cameras linked up to the loT network for a better
understanding of the type of vehicles that are moving
around the city and how congestion points can be addressed

* Smart Parking — spaces close to public transport

KYBEPNOAZ®AAEIA KAI IAIQTIKOTHTA ZTIZ EZYTINEZ MOAEIZ
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e
CITYVERVE N

¢ Community Forums — introduce loT, explore the
possibilities for Manchester
¢ Gamification of Citizen Centric Areas - Citizens
could receive rewards for certain tasks: e.g.
* recover an eBike that had been left in a
Culture and remote location,
Public Realm * receive a free bus ride if they walk half of
their journey to work.

KQNITANTINOZ PANTOZ KYBEPNOAZ®MAAEIA KAI IAIQTIKOTHTA ZTIZ EEYTMINEZ MOAEIZ 43

—
i\é
A mix of
* NB-loT, e
e Wi-Fi, . g
’ Control

° 3G/4G and s Room
* optical fiber | y .
(with an experiment in = ‘ e, S8 D —_.-. BXF

. " A\ _ T Public web,
5G in the roadmap) x ¥ app and chatbot

DIGITAL URBAN g
. DATA ENVIRONMENT
Messina can control (DUDE) N
almost everything that 4 Openi
may occur in a city in 1
real-time - increases the oo
efficiency of urban
services Source: Libelium.com
KQNZITANTINOZ PANTOZ KYBEPNOAZ(MAAEIAKAI IAIQTIKOTHTAZTIZ EZYNNEZ MNOAEIZ 44
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MeSM@RT - Messina

Collect:

KQNITANTINOZ PANTOZ

Weather Station
Air pressure

Air temperature
Air humidity
Luminosity

Noise Level Sensor
co

NO2

03

Particle Matter
Water pH

Water ORP

Water temperature

A Videosorveglianza - Ricor

Gabesta Vitoni Emanuaie 11

KYBEPNOAZ®MAAEIA KAI IAIQTIKOTHTA ZTI:

Monitoraggio idrico - Anell di tistibuzio

2YITXPONE2 ATEIAE2

KQNZTANTINOZ PANTOZ
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S
loT: Critical Enablers N

...or main barriers?
DA FOR EUROPE

SECURITY =
PRIVACY

=8
INTEROPERABILITY/STANDARDS c AIOTI

ROI (UNCERTAIN)
LEGACY EQUIPMENT

TECHNOLOGY (IM)MATURITY WGRLD
ECONOMIC  Industrial Internet
FQRUM Survey, 2014
KQNITANTINOZ PANTOZ KYBEPNOAZ(MAAEIAKAI IAIQTIKOTHTA ZTIZ EZYNNEZ MOAEIZ 47

Ta peyaAuTepa EUMOdLOL OTNV AVATTTUEN TOU %g,\%
loT

What are the most significant barriers limiting your adoption of Change since 2016
loT/analytics solutions?

Percentage of respondents (top three barriers)

Securty
IT/0T integration | NG
Unclear RO! I
Technical expertise [N
Interoperability [
Data portability [N
vendor risk.
Transition risk [
Legal/regulatory issues _
Network constraints [N
Vendor lock-in [

0 10 20 30 40 50%

©OLOB

Sources: Bain loT customer survey, 2016 (n=533); Bain loT customer survey, 2018 (n=627); market participant interviews
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4,

Baodwersny loss

‘ Na al disasters

Oyber-attacks

4

4

Man-made environmental
disasters

NORLD
NOMIC
RUM

: Global Risks
dscape 2019

KQNITANTINOZ PANTOZ

PS Falure of
,] nrtrdownemcr a natinnal
@ o ek
s
Q
he®
g 2 e
B 25 S'D A— ?;5 4i0 4.5
3.41
Likelihood + ¢ & ——

KYBEPNOAZ®MAAEIA KAI IAIQTIKOTHTA ZTIZ EEYTMINEZ MOAEIZ

ATtELNEC

}"3

Tampering/
\\ Unauthorized alteration
PN mmmr H
Eavesdropping/ \
wiretapping

\

®=g

Operator fuser
Electrical and
frequency
disturbance/
interference

KQNITANTINOZ PANTOZ

< THREATS FROM INTENTIONAL ATTACKS [ 3

LOCAL PUBLIC TRANSPORT OPERATORS
(examples)

g ad

Theft Distributed Denial l
, of Service (DDoS)
I Loss of
14 reputation

OTHER
STAKEHOLDERS

w) =

Metro Light rail Lp;i.:&::,' Smart cars
Bus iz
/1 THREATS FROM ACCIDENTS ’\
4 >
\l/
gt A o1 1 )
Hardware failure/ @ - * Environmental
ey . dA 4 % B e
error End of

support
cbsolescence

Mnyn: enisa.eu

KYBEPNOAZ®AAEIA KAI IAIQTIKOTHTA ZTIZ EZYTINEZ MOAEIZ
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Threats

Beyond contemporary cyber-threats \‘\\%%1&
;U

New (yet unknown) forms of attacks

Variety of objects — threat dlver \\)S
New ways of mteraéc«g“\r > @\\S) ( 5\

Datais no“\@)ﬁa th\‘\;; ¥ontrol systems
(Industrlalégprsje

Terrorism

Threats

Script Kiddies
(Smart Homes)

Organized Crime

(Sabotage, Espionage, Healthcare)

(Cyber) Terrorism

(Industrial loT, Smart Cities, Transportation, Cls)
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&
Security considerations 4y

Expanded attack surface -> more attack vectors
Closed (legacy) systems turn to IP-based
Limited resources at the edge
No physically secure (unattended) devices
Cascading effects to interconnected (Critical) Infrastructures
Wide scale of loT
pifferent remediation needs

Plethora of competitive technologies

Heterogeneous environments

KQNITANTINOZ PANTOZ KYBEPNOAZ®MAAEIA KAI IAIQTIKOTHTA ZTIZ EEYTMINEZ MOAEIZ 53

S
Limited Resources N

Security / Resources
* Memory Privacy

* Processing power
* Bandwidth ’ COmplex M
. Process;i
Al ng
* Lack of hardware = ’
crypto engines

I Evolving
mechanisms

* Energy

DO THEY DOWNGRADE SECURITY?
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2YMBANTA

The m P
-~ _.iswhere 1INS“)E THE %%%llN{%ﬂﬁ OF ~..
OF——" I\PRECDITED INCK OF -

The ' Hacker tries to poison

couel\/n of Florida city

T aenan A, SINISTration 1o take

@ [»German Steel Mii Meltdown: Rising !¢
Stakes |n the Internet of Thmgs =

aaaaaaa Iy 14, 2015 | By
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US Electrical Grid

THE WALL STREET JOURNAL. |

Electricity Grid in U.S. Penetrated By Spies

By Siobhan Gorman
Updated April 8, 2009 11:59 pm. ET

WASHINGTON -- Cyberspies have penetrated the U.S. electrical grid and left behind
software programs that could be used to disrupt the system, according to current and
former national-security officials.

The spies came from China, Russia and other countries...

KQNZTANTINOZ PANTOZ KYBEPNOAZMAAEIA KAI IAIQTIKOTHTA ZTIZ EZYNNEZ MOAEIZ

7

s
Puerto Rican Electric Power Authority — 2009

Hackers used optical probes to hack the
meters via the infrared maintenance port

Cost of equipment: ~$400

FBI report: “These individuals are charging $300 to $1,000 to
reprogram residential meters, and about $3,000 to reprogram
commercial meters,”

Cost for the utility: $400 Million/Year
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Foscam Baby Monitor Hacked

Foscam Security Cameras Full
of Security Flaws

Paul Wagenseil -

Attacker was able to control the camera and speak to the baby

Multiple incidents

Access to cameras was not password-protected or protected with the default passwords

g((
s

KQNZTANTINOZ PANTOZ KYBEPNOAZMAAEIA KAI IAIQTIKOTHTA ZTIZ EZYNNEZ MOAEIZ

7

BMW Connected Drive Vulnerable

Over a dozen vulnerabilities uncovered in
BMW vehicles

Tencent's Keen Security Lab found a number of serious bugs which could be exploited by attackers to remotely
attack a number of BMW models.

a By Charlie Osbarne far Zero Day | May 23. 2 1010 GMT (1110 BST} | Topi

14 vulnerabilities
> 9 required physical access to the vehicle
> 5 were based on using a mobile Internet connection.

Researchers were able to imitate BMW servers and send remote
unlocking instructions to vehicles

Source:
https://keenlab.tencent.com/en/Experimental Security
Assessment_of BMW_Cars by KeenlLab.pdf
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Ukrainian power grid attack

Hackers compromised information systems of three energy distribution companies —temporary
disruption of electricity supply to the end consumers.

30 substations were switched off

230 thousand people were left without electricity for 1 to 6 hours
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NHS Ransomware attack

Wannacry Ransomware
° Delivered via email
> Locks up the files and encrypts them
> Payments made in Bitcoin

More than 30 hospitals affected

19.000 appointments cancelled

Cost for NHS: £92m ‘ q.}:mm-...y.n,..mw.,.-...u.m:,..m....m

How Do I Pay?
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STUXNET worm N

Target: Iran’s Natanz nuclear plant — SCADA systems
Malware entered the network using an infected USB stick

Quickly spread through the network — looking for software that controls centrifuges (Siemens
Step7) — used to separate different types of uranium

Two attacks

o centrifuges spun dangerously fast, for
about 15 minutes

> a month later, it slowed the centrifuges
down for around 50 minutes

Around 1000 centrifuges had to be replaced
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German Still Mill N

Resulted in “massive damage” to the foundry

Initial access: the attackers used
> Social engineering and
o Spear-phishing tactics

Industrial components were compromised

o parts of the plant failed — a blast furnace
could not be shut down as normal
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The anatomy of an attack

Video: https://www.youtube.com/watch?v=jKOoG-cDF4Y Script: https://drive.google.com/file/d/1uX8ALSBT86urgyQfdBjn5Wy1J5-nv6oD/view?usp=sharing
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Pillars of robust loT Ecosystem

Pillars of robust loT Ecosystem

34



03/2021

- i
Pillars of robust loT systems

Identification
Information
sharing
Access
control
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S
Privacy concerns £/

Control data and flow

User awareness and valid consent
Properly propagated modified consents
Context-aware access control

Sensor fusion

Data Aggregation

Process Repurposing Raw Data e et ST

extraction Information
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Data usage 4y
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Privacy £/

loT provides access to (potentially) sensitive data
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Privacy-centric nodes

Privacy #®

Location Behavior
Privacy N Privacy
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Three pillars of robust |oT systems

Trust /
Dependability
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=
Dependability £/

Security and privacy by design
*  Secure deployment and configuration protection
*  System wide assurance
*  Resiliency
*  Tamper-resistance
*  Trusted Execution Environment
* Secure elements
* Software/Firmware updates
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Network Security

* End-to-end security
* Intrusion Detection
e Traffic Obfuscation
* Secure routing

* Latency control

KQNZTANTINOZ PANTOZ KYBEPNOAZMAAEIA KAI IAIQTIKOTHTA ZTIZ EZYNNEZ MOAEIZ

loT Security Model

Real-time monitoring (device,
data, relationships)

- Billions of devices, services
- Analytics

Visibility

Detect anomalies

- Normal vs Abnormal

- Indicators of
Compromise

- Zero-day exploits

Deploy countermeasures

Action )
Rapid response
Remediation strategy
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Security metrics —a means %\&:
for improvement

Identify appropriate ones

Examples

o Anonymity and location privacy
o Secure routing

o Network Latency

Functionality must be embedded in systems
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WATCH!

WHAT'S THE
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.

geek & poke

KQN/NOZ PANTOZX
krantos@cs.ihu.gr

Web Services and
Information Security Lab
wesis.cs.ihu.gr

x pr——tl

WHEN YOLR GADGETS
GET TOO SMART

PHONE?
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